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Post Emergency Exercise Review (PEER) Checklist

The Post Emergency Exercise Review, or PEER, clet@kidesigned to guide
discussion amongst all affected parties to evalkeyecomponents of contingency
plans and response and recovery efforts.

PEER Discussion Categories:

1. Preplanning

a
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Were their existing business continuity plans f& businesses?

Were business continuity strategies implemented) tire process of being
implemented, for the business?

Were recovery time objectives established?

Where alternative-processing locations identifietbbehand? Were
emergency operation centres identified beforehand?

Were roles and responsibilities defined aheadad fior employees and
responders?

How effective was the use of preplanned procedoirssrategies in the
response and recovery process?

Were documented plans, procedures or call listotgate?

Were vital records backed-up and stored offsitedopvery purposes?
What training and awareness activities occurregor pa the event? Did people
feel they were prepared as a result of properitrgh

2. Initial Response

]
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Were first responders, internal and external, ieatibf the event in a timely
manner? What worked well and what may have worletii?

Were employees notified and kept informed of thengvn a timely manner?
Did personnel know where to go after evacuatingnthek site? Were there
designated assembly points?

What steps were taken, if any, to ensure staff \wegpared at work and at
home?

If appropriate, were people sent home in a timaghfon?

What was the method to account for evacuated pfatied employees? How
successful was this method?

Were there communications with local emergency eigsror other outside
response or support groups?
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3. Emergency Notifications
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Were there clearly defined roles and responsiegii

Who needed to be called at the onset of the event?

How did recovery team personnel stay in touch thhowt the event?
How were employees kept up-to-date? Phone calisnee, e-mails, media or
press announcements, etc.?

How were customers notified and kept up-to-date?

What assistance did HR provide?

How was the IT Help Desk notified?

Did the Help Desk respond to the event with nadificn of additional
resources? Were there any open issues?

Was a hotline number used for message status ttogegs? Were any
problems encountered?

4, Recovery Management
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Did a ‘Silver’ incident management team manageetrent?

Did the business have a ‘Bronze’ local incident agament team in place
and activated? Was there coordination with thev&ilincident
management team?

Were team member roles and responsibilities unofgaste.g. were there
issues of who was doing what or people perfornmimgsame tasks)?
Was the structure of the ‘Bronze’ incident manageinteam or any other
incident management team useful?

Where problems and issues moved to the appropgreaton, team or
management?

Were issues resolved in a timely manner?

How can the entire process be improved?

5. Employee Assistance

Q

How were the needs of employees determined? Howrdjgloyees
communicate requests for assistance? Was theredato@rioritize the
demands?

Was the response sufficient? How could it be impd®/What preparatory
work, if any, can be done to supply staff with esgtds in the event of
another serious event?

Are there employee assistance issues that remaabhave not been
addressed properly?

How were personal issues that inhibited the businesovery needs
addressed?

6. Business Impact and Recovery

Q

Q

Was it clear what business functions had to bevexreal at the onset? If not,
who made the decision?

Did business managers assess the overall impaevér had to their
business? What were some of the key issues? Wih#teshort and long term
results to the business?

What is the state of the business today? Are tleeadipns back to 100%?

Does the business continuity plan need revisingtdlee lessons of the
business recovery?

Were pre-defined recovery time objectives met?
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7. Facility Restoration

o Was the business able to communicate their pesritor restoration of files,
equipment and other resources?

o Were outside vendors specializing in restoraticedusa the process?

o Was information from relevant utility companies¢uas water and power,
forthcoming regarding the restoration of servicethe site?

o Was the impacted facility restored to normal?

o Was restoration timely? To the business’ satiséati

o How effective was the process of moving the busiteck to their home
facility?

o What is the status today of the affected site?tAeee any issues that have
not received the needed attention?

8. Customers

What assistance was provided to our customershéiadaand personal?
Was there adequate communication to our customers?

Were there any special requests from our customéside of the norm?
Did we gain or lose customers?

How was the customer response to our recoverytsffor

What were some of the customer comments received?

Were our restoration efforts within customer expgohs?

How did our competitors perform, whether impactedat?
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9. Communications

o Was there enough communications in place and used?

o With no phone service, what forms of communicatieare used?

o Did communications flow between employees and memant?

o Was communications a stumbling block in eitherrbsponse or recovery
efforts?

o What worked well and what did not as well? Do wed be better
prepared as a result of the experience learned?

10. Corporate Wide Assistance
o What assistance could have been provided that asn’
o What are some suggestions to help Corporate improie response?

11. Open Issues and Action Items

o Is the present recovery strategy still viable gitlemresults of the recovery
efforts to this incident?

o Are there activities that were used or roles thaternassumed that need to be
documented in the plan?

o Is additional or updated training required for &taf

o Are there activities that were used or roles thaterassumed that need to be
documented in the plan?
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